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Figure 1  Authentication encryption algorithm general round function
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Table 3 Comparison of lower bounds of active S-boxes

Rounds RAANEHINKS REAADEHINSY AES A S5 AES ##nz Y
1 1 1 1 1
2 5 4 5 1
3 9 9 9 3
4 25 25 25 5
5 41 38 26 7
6 60 42 30 9
7 64 55 34 11
8 80 71 50 13
9 84 76 51 15
10 100 80 55 17
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Table 4 Time consumed by the algorithm

WEAKRE AMRAE/us AEGIS/us AES-GCM/ps
128 bit 126.73 120.07 106.03
1kB 158.49 13751 11821
2kB 180.28 158.333 156.37
4 kB 167.13 163.34 223.55
40 kB 625.35 603.25 1122.47
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Figure 3  Algorithm efficiency comparison line chart
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